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Preface 

Linux powers the backbone of the modern digital world — from cloud infrastructure 

and enterprise servers to containers and edge computing. As organizations contin-

ue to embrace open-source technologies at scale, the demand for skilled Linux 

system administrators has never been greater. The Linux Foundation Certified 

System Administrator (LFCS) certification stands as one of the most respected 

and practical credentials for professionals looking to validate their Linux expertise 

and advance their careers. 

This book, LFCS Exam Prep: Linux Foundation Certified Sysadmin, was written 

with a single, clear mission: to give you everything you need to pass the LFCS 

exam with confidence. Whether you're a junior administrator looking to earn your 

first professional certification, a developer seeking to deepen your systems knowl-

edge, or an experienced IT professional formalizing skills you've built over years of 

hands-on work, this guide is designed to meet you where you are and carry you 

across the finish line. 

What Makes This Book Different 
The LFCS exam is performance-based. There are no multiple-choice questions to 

guess your way through — you must demonstrate real skills on a live Linux system 

under time pressure. This book mirrors that philosophy entirely. Every chapter em-

phasizes hands-on practice, real-world scenarios, and the precise tasks you'll en-

counter on exam day. Theory is provided where it matters, but the focus remains 

squarely on doing. 
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How This Book Is Organized 
The book follows a deliberate, progressive structure aligned with the LFCS exam 

objectives: 

-	 Chapters 1–2 lay the groundwork, helping you understand the LFCS 

exam format, scoring, and logistics, and guiding you through building a 

personal practice lab environment where you can safely experiment and 

learn. 

-	 Chapters 3–14 form the technical core, covering every major LFCS do-

main in depth — from file and text processing, user management, and 

disk partitioning to LVM, systemd services, process management, net-

working, firewall configuration, permissions and ACLs, package man-

agement, task scheduling, and bash scripting. 

-	 Chapters 15–16 bring it all together with full practice exam scenarios 

and a comprehensive final review, simulating the pressure and scope of 

the actual LFCS exam. 

-	 Appendices A–E serve as your quick-reference toolkit: an essential com-

mand cheat sheet, a complete LFCS exam objective mapping table, LVM 

and networking references, performance-based task templates, and a 

Linux career roadmap to guide your next steps after certification. 

Who This Book Is For 
If you are preparing for the LFCS certification, this book was written specifically for 

you. A basic familiarity with the Linux command line is helpful but not strictly re-

quired — Chapter 2 ensures you have a working environment, and early chapters 
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build foundational skills progressively. By the final chapters, you'll be solving com-

plex, multi-step administration tasks under realistic constraints. 

Key Themes You'll Encounter 
Throughout this guide, several themes recur intentionally: practical fluency over 

rote memorization, troubleshooting mindset over passive reading, and exam-

awareness — understanding not just what to do, but how the LFCS exam expects 

you to demonstrate it. 

Acknowledgments 
This book would not exist without the vibrant Linux and open-source community 

that has spent decades building, documenting, and freely sharing knowledge. I am 

grateful to the Linux Foundation for creating a certification that genuinely tests 

practical competence. Thanks also to the technical reviewers, early readers, and fel-
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dent and professional who has ever stared at a terminal wondering, "How does this 

actually work?" — this book is for you. 
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The LFCS certification can open doors, validate your expertise, and accelerate 

your career. But it requires preparation that goes beyond reading — it demands 

practice. Turn the page, fire up your lab, and let's get started. 
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Chapter 1: Understanding 
the LFCS Exam 

The Linux Foundation Certified System Administrator (LFCS) certification stands as 

one of the most respected and practical credentials in the Linux ecosystem. Unlike 

many certifications that test your ability to memorize facts and recall theoretical 

knowledge, the LFCS exam demands that you demonstrate real, hands-on compe-

tence in managing Linux systems. If you are reading this book, you have likely de-

cided that earning this certification is an important step in your career, and that de-

cision is a wise one. Before you dive into the technical content that fills the remain-

ing chapters, it is essential that you thoroughly understand what the LFCS exam is, 

how it is structured, what domains it covers, and what strategies will give you the 

best chance of passing on your first attempt. This chapter provides that foundation. 

The LFCS certification was introduced by the Linux Foundation to address a 

growing need in the industry. Employers wanted a reliable way to verify that candi-

dates could actually perform system administration tasks, not simply answer multi-

ple-choice questions about them. The Linux Foundation, which is the nonprofit or-

ganization that supports the development of the Linux kernel and other open 

source projects, designed the LFCS to be a performance-based certification. This 

means that when you sit for the exam, you will be presented with a live Linux envi-

ronment and a set of tasks that you must complete within a fixed time period. 

There are no multiple-choice questions. There are no true-or-false items. You either 

perform the task correctly on a real system, or you do not. This approach makes the 

LFCS one of the most credible certifications available because it proves that you 

can do the work, not just talk about it. 
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The exam is delivered online, which means you can take it from your home or 

office. You do not need to travel to a testing center. However, the exam is proc-

tored, meaning that a live proctor will monitor you through your webcam and 

screen-sharing software throughout the entire duration of the exam. The proctor 

ensures that you are not receiving outside help, that your environment meets the 

testing requirements, and that the integrity of the exam is maintained. You will 

need a stable internet connection, a webcam, a microphone, and a clean, quiet 

workspace. The proctoring software will require you to show your identification, 

scan your room, and close all applications other than the exam terminal before you 

begin. 

The LFCS exam gives you two hours to complete all of the tasks. Two hours 

may sound like a generous amount of time, but candidates who have taken the 

exam consistently report that time management is one of the biggest challenges. 

The tasks vary in complexity. Some can be completed in a minute or two, while oth-

ers may require ten or fifteen minutes of careful work. If you get stuck on a difficult 

task and spend too much time on it, you may run out of time before completing 

easier tasks that you could have finished quickly. This is why understanding the 

exam structure and developing a strategy for managing your time is critically im-

portant. 

The passing score for the LFCS exam is 66 percent. This means you do not 

need to complete every single task perfectly to pass, but you do need to demon-

strate competence across a broad range of topics. The exam is graded automati-

cally by checking the state of the system after you have completed your work. If a 

task asks you to create a user account with specific properties, the grading system 

will check whether that user account exists and whether it has the correct proper-

ties. If a task asks you to configure a service to start at boot, the grading system will 

verify that the service is indeed configured to start at boot. This automated grading 

means that the method you use to accomplish a task does not matter as long as 
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the end result is correct. You can use any commands, tools, or techniques that are 

available on the system. 

One of the most important things to understand about the LFCS exam is that 

you are allowed to use the man pages, info pages, and any documentation that is 

installed on the exam system. You are not allowed to access the internet, use exter-

nal notes, or communicate with anyone during the exam, but the built-in documen-

tation on the Linux system is fair game. This is a significant advantage, and you 

should practice using man pages extensively during your preparation. Knowing 

how to quickly find the right option or syntax in a man page can save you precious 

minutes during the exam. 

The LFCS exam can be taken on one of several Linux distributions. As of the 

current exam version, candidates can choose to take the exam on Ubuntu or Cen-

tOS (or its successor distributions in the AlmaLinux or Rocky Linux family). The 

choice of distribution is yours, and you should select the one you are most com-

fortable with. While the fundamental concepts of Linux system administration are 

the same across distributions, there are differences in package management, ser-

vice management, and default configurations that can trip you up if you are not fa-

miliar with the distribution you choose. Throughout this book, we will cover com-

mands and techniques for both the Debian/Ubuntu family and the Red Hat/Cen-

tOS family so that you are prepared regardless of which distribution you select. 

Let us now examine the specific domains that the LFCS exam covers. The Linux 

Foundation publishes a detailed list of competencies that the exam tests, and 

these competencies are organized into several domains. Understanding these do-

mains is essential for structuring your study plan and ensuring that you do not ne-

glect any area. The following table provides a comprehensive overview of the LFCS 

exam domains and their approximate weight in the overall exam. 
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Domain Description Approximate Weight

Essential Commands Searching, creating, and 
managing files and directo-
ries; archiving and compres-
sion; file permissions and 
ownership; hard and soft 
links; input/output re-
direction; analyzing text us-
ing basic regular expres-
sions; using streams, pipes, 
and redirects

25%

Operation of Running Sys-
tems

Booting, rebooting, and shut-
ting down a system; manag-
ing processes and services; 
diagnosing and managing 
system logging; scheduling 
tasks; verifying system in-
tegrity; managing software 
packages

20%

User and Group Manage-
ment

Creating, modifying, and 
deleting users and groups; 
managing user passwords 
and password aging; config-
uring user resource limits; 
managing user privileges 
and access

10%

Networking Configuring networking and 
hostname resolution; config-
uring network services to 
start at boot; implementing 
packet filtering; configuring 
firewall settings; diagnosing 
network issues

12%
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Service Configuration Configuring a basic DNS 
server; maintaining a DNS 
zone; configuring an HTTP 
server; configuring an IMAP/
IMAPS server; configuring 
SSH-based remote access; 
restricting access to HTTP 
proxy server; configuring an 
SMTP server; configuring 
database servers

20%

Storage Management Listing, creating, deleting, 
and modifying physical stor-
age partitions; managing 
and configuring LVM stor-
age; creating and configur-
ing encrypted storage; con-
figuring systems to mount 
file systems at boot; creating 
and managing RAID devices; 
creating, managing, and di-
agnosing advanced file sys-
tem permissions; setting up 
user and group disk quotas

13%

These domain weights tell you where to focus your study time. Essential Com-

mands carries the heaviest weight at 25 percent, which makes sense because the 

ability to navigate the file system, manage files, and manipulate text is the founda-

tion of everything else you do as a system administrator. If you cannot efficiently 

search for files, set permissions, or redirect output, you will struggle with every oth-

er domain. Operation of Running Systems and Service Configuration each carry 20 

percent, making them the next most important areas. Storage Management at 13 

percent and Networking at 12 percent are also significant. User and Group Man-

agement, while carrying the smallest weight at 10 percent, is still important and 

represents tasks that you must be able to perform quickly and accurately. 
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It is worth noting that the LFCS exam competencies can be updated by the Lin-

ux Foundation over time. Before you begin your final preparation, you should al-

ways check the official LFCS exam page on the Linux Foundation website to con-

firm the current list of domains and competencies. The content in this book is 

based on the most current version of the exam at the time of writing, but certifica-

tions evolve, and you should verify that nothing has changed. 

Now let us discuss how to approach your preparation for the LFCS exam. The 

single most important piece of advice is this: practice on real systems. Reading 

about Linux commands and concepts is necessary, but it is not sufficient. The LFCS 

exam tests your ability to perform tasks, and the only way to develop that ability is 

to practice performing those tasks repeatedly until they become second nature. 

You should set up a practice environment using virtual machines. Tools such as Vir-

tualBox, VMware Workstation, or KVM allow you to create virtual Linux systems on 

your own computer where you can practice freely without any risk of damaging a 

production system. 

When setting up your practice environment, install the same distribution that 

you plan to use on the exam. If you intend to take the exam on Ubuntu, install 

Ubuntu Server. If you intend to take the exam on a CentOS-family distribution, in-

stall AlmaLinux or Rocky Linux. Configure your virtual machines with a minimal in-

stallation so that the environment closely resembles what you will encounter on the 

exam. The exam system will not have a graphical desktop environment. You will be 

working entirely from the command line, so you should become completely com-

fortable with a terminal-only environment. 

Here is an example of setting up a basic practice environment. After installing 

your chosen distribution, you should verify that you can perform fundamental 

tasks. Open a terminal and try the following commands to confirm your system is 

ready for practice. 
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# Check the operating system version 

cat /etc/os-release 

 

# Verify you have root access or sudo privileges 

sudo whoami 

 

# Check available disk space 

df -h 

 

# Verify network connectivity 

ip addr show 

ping -c 4 8.8.8.8 

 

# Check the status of the system service manager 

systemctl status 

Each of these commands serves a specific purpose in verifying that your practice 

environment is functional. The cat /etc/os-release command displays infor-

mation about your Linux distribution, including its name and version number. The 

sudo whoami command confirms that you can escalate privileges to the root user, 

which is essential for many system administration tasks. The df -h command 

shows disk usage in a human-readable format, which helps you verify that you have 

enough disk space for practice. The ip addr show command displays your net-

work interfaces and their IP addresses. The ping command tests network connec-

tivity. And systemctl status shows the overall state of the systemd service 

manager. 

Note: During the LFCS exam, you will typically have root access or the ability 

to use sudo. Make sure you are comfortable with both methods of executing privi-

leged commands. Some tasks require root access, and fumbling with privilege es-

calation during the exam wastes valuable time. 

As you work through the chapters of this book, you should develop a study 

routine that includes reading the material, practicing the commands and tasks on 

your virtual machines, and then testing yourself by attempting to complete tasks 
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without referring to the book or any notes. This three-phase approach of learning, 

practicing, and testing mirrors the actual exam experience and builds the confi-

dence and competence you need to pass. 

Let us also discuss the logistics of registering for and scheduling the LFCS 

exam. The exam is purchased directly from the Linux Foundation website. At the 

time of writing, the exam fee includes one free retake, which means that if you do 

not pass on your first attempt, you can take the exam a second time at no addition-

al cost. This retake policy provides some peace of mind, but you should still pre-

pare thoroughly and aim to pass on your first attempt. After purchasing the exam, 

you will receive instructions for scheduling your exam session through the proctor-

ing platform. You can choose a date and time that works for you, and there is typi-

cally a wide range of available time slots. 

Before your exam session, make sure you have completed the following prepa-

ration checklist. 

Preparation Item Details

Government-issued photo ID Must match the name on your exam registration ex-
actly

Webcam and microphone Required for proctoring; test them in advance

Stable internet connection A wired connection is recommended over wireless

Clean workspace Remove all papers, books, phones, and other de-
vices from your desk and immediate area

System requirements Check the proctoring software requirements and run 
the compatibility check tool provided by the testing 
platform

Browser configuration Close all unnecessary applications and browser tabs 
before starting the exam

Time zone awareness Confirm the exam time in your local time zone to 
avoid scheduling confusion
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Note: The proctoring check-in process typically takes 15 to 30 minutes before the 

exam actually begins. Plan to be ready at your computer at least 15 minutes before 

your scheduled start time. If you encounter technical issues during check-in, the 

proctoring support team can assist you, but delays may cut into your exam time if 

they are significant. 

During the exam itself, you should follow a strategic approach to maximize 

your score. Begin by reading through all of the tasks quickly to get an overview of 

what is required. Then start with the tasks you are most confident about. Complet-

ing easy tasks first builds momentum and ensures that you earn points for the 

things you know well before spending time on more challenging problems. If you 

encounter a task that you are unsure about, make a note of it and move on. You 

can return to it after you have completed the tasks you are confident about. Re-

member that the passing score is 66 percent, so you do not need a perfect score. 

Focus on earning as many points as possible within the two-hour time limit. 

Another critical exam strategy involves verifying your work. After completing a 

task, take a few seconds to verify that the change you made is actually in effect. For 

example, if you create a user account, run id username to confirm the account 

exists with the correct properties. If you configure a service to start at boot, run 

systemctl is-enabled servicename to confirm. If you modify a file, use cat 

or grep to verify the changes. These quick verification steps can catch mistakes 

that would otherwise cost you points. 

# Example verification commands you should practice 

 

# Verify a user was created correctly 

id johndoe 

 

# Verify a service is enabled to start at boot 

systemctl is-enabled sshd 

 

# Verify a file system is mounted 
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mount | grep /mnt/data 

 

# Verify a cron job was created 

crontab -l 

 

# Verify file permissions 

ls -la /path/to/file 

 

# Verify a firewall rule was applied 

sudo iptables -L -n 

# or on systems using firewalld 

sudo firewall-cmd --list-all 

Each of these verification commands is something you should be able to execute 

without hesitation. During the exam, the few seconds you spend verifying each task 

can be the difference between passing and failing. 

As we close this introductory chapter, let us establish the right mindset for your 

LFCS preparation journey. The LFCS certification is achievable for anyone who is 

willing to put in the work. It does not require years of experience or an advanced 

degree. What it requires is consistent, focused practice on real Linux systems. The 

chapters that follow will guide you through every domain of the exam in detail, 

with explanations, examples, exercises, and practice scenarios. Your job is to read 

the material, practice the commands, build your skills, and test yourself regularly. 

The LFCS certification will validate your skills as a Linux system administrator 

and open doors to new career opportunities. Employers recognize this certification 

because they know it tests real abilities, not memorized answers. When you hold 

the LFCS credential, you are telling the world that you can sit down at a Linux ter-

minal and get the job done. That is a powerful statement, and it starts with the 

preparation you are about to undertake. 

In the next chapter, we will begin our deep dive into the first and most heavily 

weighted domain of the LFCS exam: Essential Commands. You will learn how to 

navigate the Linux file system, search for and manage files, work with file permis-
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sions and ownership, create links, redirect input and output, and manipulate text 

using powerful command-line tools. These are the foundational skills upon which 

everything else in this book and in your career as a Linux system administrator will 

be built. Make sure your practice environment is ready, and let us begin. 
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Chapter 2: Building Your 
Practice Lab 

The Linux Foundation Certified Sysadmin (LFCS) examination is a performance-

based test. This means you will not be clicking through multiple-choice answers or 

guessing your way to a passing score. Instead, you will sit in front of a live Linux ter-

minal and execute real commands, configure real services, and solve real problems 

under a strict time limit. This reality makes one thing abundantly clear: you cannot 

pass the LFCS exam by reading alone. You must build a practice lab, and you must 

use it relentlessly until every command, every configuration file, and every trou-

bleshooting workflow becomes second nature. 

This chapter walks you through the entire process of constructing a reliable, 

flexible, and exam-relevant practice environment. Whether you have a powerful 

workstation or a modest laptop, whether you prefer local virtualization or cloud-

based instances, you will find a path forward here. By the end of this chapter, you 

will have a fully operational lab that mirrors the conditions you will face on exam 

day. 

Why a Practice Lab Is Non-Negotiable 
for the LFCS 
The LFCS exam gives you a set of tasks to complete on one or more live Linux sys-

tems. There is no partial credit for knowing the theory behind a command if you 

cannot actually type it correctly and produce the desired result. Consider a simple 
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example: you might know intellectually that the chmod command changes file per-

missions, but under exam pressure, can you confidently set the exact permission 

bits required, verify them, and move on to the next task within minutes? That confi-

dence comes only from repetition in a lab environment. 

A practice lab also gives you the freedom to break things. In a production envi-

ronment, running rm -rf / would be catastrophic. In your lab, it is a learning ex-

perience. You can destroy a filesystem, corrupt a bootloader, misconfigure net-

working, and then simply rebuild the virtual machine and try again. This fearless ex-

perimentation is what transforms a student into a system administrator. 

Furthermore, the LFCS exam may be administered on different Linux distribu-

tions. As of the current exam format, candidates can choose between Ubuntu and 

CentOS (or AlmaLinux/Rocky Linux as CentOS replacements). Your lab should in-

clude at least one distribution from each family so that you understand the differ-

ences in package management, service management, and default configurations. 

Understanding the Hardware and Soft-
ware Requirements 
Before you install anything, you need to assess what you already have and what 

you need. The following table outlines the minimum and recommended specifica-

tions for building a local virtualization lab suitable for LFCS preparation. 
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Resource Minimum Require-
ment

Recommended 
Specification

Purpose

Processor Dual-core CPU with 
virtualization sup-
port (VT-x or AMD-
V)

Quad-core or high-
er with virtualization 
support

Running multiple 
virtual machines si-
multaneously with-
out performance 
degradation

RAM 4 GB total system 
memory

8 GB or more Each virtual ma-
chine needs at least 
1 GB; running two 
or three VMs plus 
your host OS re-
quires adequate 
memory

Storage 40 GB free disk 
space

100 GB or more 
free on an SSD

Virtual disk images 
consume significant 
space, and SSD per-
formance dramati-
cally improves VM 
responsiveness

Operating System 
(Host)

Windows 10/11, 
macOS 10.15+, or 
any modern Linux 
distribution

Linux host pre-
ferred for native 
KVM support

The host OS runs 
the hypervisor that 
manages your virtu-
al machines

Network Basic internet con-
nection

Stable broadband 
connection

Downloading ISO 
images, packages, 
and updates for 
your virtual ma-
chines

Before proceeding, you must verify that hardware virtualization is enabled in your 

system BIOS or UEFI firmware. On most systems, this feature is called Intel VT-x or 

AMD-V. To check on a Linux host, run the following command: 

egrep -c '(vmx|svm)' /proc/cpuinfo 
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If the output is greater than zero, your processor supports hardware virtualization. If 

the output is zero, you need to enter your BIOS/UEFI settings and enable the virtu-

alization feature. On a Windows host, you can check this through Task Manager un-

der the Performance tab, where it will indicate whether virtualization is enabled. 

Note: Without hardware virtualization support enabled, your virtual machines 

will either refuse to start or run with severely degraded performance, making them 

unsuitable for meaningful LFCS practice. 

Choosing Your Virtualization Platform 
You have several options for running virtual machines, and your choice depends 

on your host operating system, your comfort level, and your specific needs. The fol-

lowing table compares the most common platforms used for LFCS lab environ-

ments. 

Platform Host OS Sup-
port

Cost Complexity Best For

VirtualBox Windows, mac-
OS, Linux

Free and open 
source

Low; graphical 
interface is intu-
itive

Beginners who 
want a simple 
setup with 
cross-platform 
support

KVM/QEMU 
with virt-man-
ager

Linux only Free and open 
source

Medium; re-
quires some ini-
tial configura-
tion

Linux users who 
want near-na-
tive perfor-
mance and a 
professional-
grade hypervi-
sor
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VMware Work-
station Player

Windows, Linux Free for person-
al use

Low to medium Users who want 
a polished 
commercial 
product with-
out cost

VMware Work-
station Pro

Windows, Linux Paid license re-
quired

Medium Users who 
need advanced 
features like 
snapshots and 
cloning

Vagrant with 
VirtualBox or 
libvirt

Windows, mac-
OS, Linux

Free and open 
source

Medium to 
high; com-
mand-line dri-
ven

Users who want 
automated, re-
producible lab 
environments

Cloud 
providers 
(AWS, GCP, 
Azure, Linode)

Any OS with a 
web browser

Pay-per-use; 
can be very af-
fordable

Low to medium Users with limit-
ed local hard-
ware or those 
who want to 
practice from 
anywhere

For most LFCS candidates, VirtualBox provides the easiest starting point. It is free, 

runs on all major operating systems, and has an extensive community producing 

tutorials and troubleshooting guides. If you are already running Linux as your daily 

operating system, KVM with virt-manager offers superior performance because it 

uses the Linux kernel's built-in hypervisor capabilities. 

Installing VirtualBox and Creating Your 
First Virtual Machine 
Let us walk through the process of setting up VirtualBox and creating a virtual ma-

chine running Ubuntu Server, which is one of the distributions available for the 

LFCS exam. 
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First, download VirtualBox from the official website at https://www.virtual-

box.org and install it following the standard procedure for your operating system. 

On a Debian or Ubuntu host, you can also install it from the repositories: 

sudo apt update 

sudo apt install virtualbox virtualbox-ext-pack 

On a Fedora or RHEL-based host: 

sudo dnf install VirtualBox 

Once VirtualBox is installed, download the Ubuntu Server ISO image from https://

ubuntu.com/download/server. Choose the latest LTS (Long Term Support) release, 

as this closely aligns with what you may encounter on the LFCS exam. 

Now create a new virtual machine with the following settings: 

Name: lfcs-ubuntu 

Type: Linux 

Version: Ubuntu (64-bit) 

Memory: 2048 MB 

Hard Disk: Create a virtual hard disk now, VDI format, 

dynamically allocated, 20 GB 

Before starting the virtual machine, adjust a few settings. Go to the VM settings and 

configure the following: 

Under System, ensure that the boot order places the optical drive first (for ini-

tial installation) and the hard disk second. 

Under Storage, attach the Ubuntu Server ISO to the virtual optical drive. 

Under Network, configure Adapter 1 as NAT (for internet access) and enable 

Adapter 2 as a Host-only Adapter (for direct communication between your host 

and the VM, and between multiple VMs). 

Now start the virtual machine and proceed through the Ubuntu Server installa-

tion. Choose a minimal installation, set a hostname like lfcs-ubuntu, create a 



23

user account, and enable the OpenSSH server when prompted. This SSH server is 

critical because it allows you to connect to the virtual machine from your host ter-

minal, which is far more comfortable than using the VirtualBox console window. 

After installation completes and the VM reboots, log in and check the IP ad-

dress assigned to the host-only adapter: 

ip addr show 

Look for the interface associated with the host-only network (often enp0s8 or simi-

lar) and note its IP address. From your host machine, you can now connect via SSH: 

ssh yourusername@192.168.56.101 

Replace the IP address with whatever was assigned to your VM. This SSH connec-

tion gives you a proper terminal experience with copy-paste support, scrollback, 

and all the comforts of your favorite terminal emulator. 

Setting Up a Second Distribution: Al-
maLinux 
Since the LFCS exam may be taken on different distribution families, you should 

also create a virtual machine running a RHEL-based distribution. AlmaLinux is an 

excellent choice as it is a free, community-driven replacement for CentOS that 

maintains full compatibility with Red Hat Enterprise Linux. 

Download the AlmaLinux minimal ISO from https://almalinux.org/get-almalin-

ux/ and create a second virtual machine with similar specifications: 

Name: lfcs-alma 

Type: Linux 

Version: Red Hat (64-bit) 

Memory: 2048 MB 
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Hard Disk: Create a virtual hard disk now, VDI format, 

dynamically allocated, 20 GB 

Network: Same configuration as the Ubuntu VM (NAT + Host-only) 

Install AlmaLinux with a minimal configuration. During installation, ensure you set 

the root password and create a regular user account. After installation, install and 

enable the SSH server if it is not already running: 

sudo systemctl enable --now sshd 

Verify the network configuration: 

ip addr show 

nmcli device status 

Now you have two virtual machines representing the two major distribution fami-

lies you may encounter on the LFCS exam. The following table highlights the key 

differences you will encounter as you practice: 

Task Ubuntu / Debian Family AlmaLinux / RHEL Family

Package installation sudo apt install 
package-name

sudo dnf install 
package-name

Package search apt search keyword dnf search keyword

Package removal sudo apt remove 
package-name

sudo dnf remove 
package-name

System update sudo apt update && 
sudo apt upgrade

sudo dnf update

Service management sudo systemctl start 
service

sudo systemctl start 
service

Firewall management ufw (Uncomplicated Fire-
wall)

firewalld with fire-
wall-cmd

Default filesystem ext4 xfs
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Network configuration tool Netplan (/etc/netplan/) NetworkManager (nmcli, 
nmtui)

SELinux Not enabled by default 
(AppArmor instead)

Enabled and enforcing by 
default

Note: Understanding these differences is essential for the LFCS exam. While the 

core Linux concepts are the same across distributions, the tools and file locations 

differ, and the exam expects you to use the correct tools for your chosen distribu-

tion. 

Using Snapshots to Protect Your 
Progress 
One of the most powerful features of virtualization for LFCS preparation is the abili-

ty to take snapshots. A snapshot captures the exact state of a virtual machine at a 

specific point in time, including the contents of memory and all disk data. If you 

make a mistake or want to repeat an exercise, you can revert to the snapshot in-

stantly. 

In VirtualBox, take a snapshot by selecting your VM, clicking the menu icon 

next to the machine name, choosing "Snapshots," and then clicking "Take." Give it 

a descriptive name like "Fresh Install - Clean State." 

From the command line, you can manage snapshots using VBoxManage: 

VBoxManage snapshot "lfcs-ubuntu" take "Clean-Install" --

description "Fresh Ubuntu Server installation with SSH 

configured" 

To restore a snapshot: 

VBoxManage snapshot "lfcs-ubuntu" restore "Clean-Install" 


